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the past, provided the costs are not as-
sociated with particular security issues 
related to a provider’s Postage Evi-
dencing System or supporting infra-
structure, or with the start-up or im-
plementation of a new plant or of a 
new or substantially changed manufac-
turing process. 

(1) When conducting an inspection 
outside the continental United States, 
the Postal Service will make every ef-
fort to combine the inspection with 
other inspections in the same general 
geographic area in order to enable af-
fected providers to share the costs. The 
Postal Service team conducting such 
inspections will be limited to the min-
imum number necessary to conduct the 
inspection. All air travel will be con-
tracted for at the rates for official gov-
ernment business, when available, 
under such rules respecting class of 
travel as apply to those Postal Service 
representatives inspecting the facility 
at the time the travel occurs. 

(2) If political or other impediments 
prevent the Postal Service from con-
ducting security evaluations of Post-
age Evidencing System facilities in for-
eign countries, Postal Service approval 
of the activities conducted in such fa-
cilities may be suspended until such 
time as satisfactory inspections may 
be conducted. 

(d) As the provider bears the ulti-
mate responsibility to ensure customer 
information will not be compromised 
at any domestic or off shore locations, 
the provider (as well as its agent oper-
ating domestic or off shore locations) 
will not cause or permit data to be re-
leased other than for the operation of 
the third-party location. The provider 
shall notify its customer that data re-
lating to its systems is being housed by 
a third-party location, and shall pro-
vide a copy thereof to the Postal Serv-
ice of such notice to its customers. To 
the extent that any unauthorized re-
lease takes place, the vendor shall no-
tify the Postal Service immediately 
upon discovery of any unauthorized use 
or disclosure of data or any other 
breach or improper disclosure of data 
of this agreement by the provider (as 
well as its agent operating the third- 
party location) and will cooperate with 
the Postal Service in every reasonable 
way to help the Postal Service regain 

possession of the data and prevent its 
further unauthorized use or disclosure. 
In the event that the Postal Service 
cannot regain possession of the data or 
prevent its further unauthorized use or 
disclosure, the provider shall indem-
nify the Postal Service from damages 
resulting from its (or such third-party) 
actions. 

(e) Have, or establish, and keep under 
its active supervision and control ade-
quate facilities for the control, dis-
tribution, and maintenance of PES and 
their replacement or secure disposal or 
destruction when necessary and appro-
priate. 

[71 FR 65733, Nov. 9, 2006, as amended at 76 
FR 77149, Dec. 12, 2011] 

§ 501.4 Changes in ownership or con-
trol, bankruptcy, or insolvency. 

(a) Any person or entity authorized 
under § 501.2 must promptly notify the 
Postal Service when it has a reasonable 
expectation that there may be a 
change in its ownership or control in-
cluding changes in the ownership of an 
affiliate which exercises control over 
its Postage Evidencing System oper-
ations in the United States. A change 
of ownership or control within the 
meaning of this section includes entry 
into a strategic alliance or other agree-
ment whereby a third party either has 
access to data related to the security 
of the system or is a competitor to the 
Postal Service. Any person or entity 
seeking to acquire ownership or con-
trol of a person or entity authorized 
under § 501.2 must provide the Postal 
Service satisfactory evidence that upon 
completion of the contemplated trans-
action, it will satisfy the conditions for 
approval stated in § 501.2. Early notifi-
cation of a proposed change in owner-
ship or control will facilitate expedi-
tious review of an application to ac-
quire ownership or control under this 
section. 

(b) Any person or entity authorized 
under § 501.2 must promptly notify the 
Postal Service when it has a reasonable 
expectation that there may be a 
change in the status of its financial 
condition either through bankruptcy, 
insolvency, assignment for the benefit 
of creditors, or other similar financial 
action. Any person or entity author-
ized under § 501.2 who experiences a 
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change in the status of its financial 
condition may, at the discretion of the 
Postal Service, have its authorization 
under § 501.2 modified or terminated. 

§ 501.5 Burden of proof standard. 
The burden of proof is on the Postal 

Service in administrative determina-
tions of suspension and revocation 
under § 501.6 and administrative sanc-
tions under § 501.12. Except as other-
wise indicated in those sections, the 
standard of proof shall be the prepon-
derance-of-evidence standard. 

§ 501.6 Suspension and revocation of 
authorization. 

(a) The Postal Service may suspend 
and/or revoke authorization to manu-
facture and/or distribute any or all of a 
provider’s approved Postage Evidenc-
ing System(s) if the provider engages 
in any unlawful scheme or enterprise, 
fails to comply with any provision in 
this Part 501, fails to implement in-
structions issued in accordance with 
any final decision issued by the Postal 
Service within its authority over Post-
age Evidencing Systems or if the Post-
age Evidencing System or infrastruc-
ture of the provider is determined to 
constitute an unacceptable risk to 
Postal Service revenues. 

(b) The decision to suspend or revoke 
pursuant to paragraph (a) of this sec-
tion shall be based upon the nature and 
circumstances of the violation (e.g. 
whether the violation was willful, 
whether the provider voluntarily ad-
mitted to the violation, or cooperated 
with the Postal Service, whether the 
provider implemented successful reme-
dial measures) and on the provider’s 
performance history. Before deter-
mining that a provider’s authorization 
to manufacture and/or distribute Post-
age Evidencing Systems should be sus-
pended or revoked, the procedures in 
paragraph (c) of this section shall be 
followed. 

(c) Suspension or revocation proce-
dures: 

(1) Upon determination by the Postal 
Service that a provider is in violation 
of provisions of this part, or that its 
Postal Evidencing System poses an un-
reasonable risk to postal revenue, PT, 
acting on behalf of the Postal Service, 
shall issue a written notice of proposed 

suspension citing the specific condi-
tions or deficiencies for which suspen-
sion of authorization to manufacture 
and/or distribute a specific Postage Ev-
idencing System or class of Postage 
Evidencing Systems may be imposed. 
Except in cases of willful violation, the 
provider shall be given an opportunity 
to correct deficiencies and achieve 
compliance with all requirements with-
in a time limit corresponding to the 
potential risk to postal revenue. 

(2) In cases of willful violation, or if 
the Postal Service determines that the 
provider has failed to correct cited de-
ficiencies within the specified time 
limit, PT shall issue a written notice of 
suspension setting forth the facts and 
reasons for the decision to suspend, and 
the effective date if a written defense 
is not presented as provided in para-
graph (d) of this section. 

(3) The notice shall also advise the 
provider of its right to file a response 
under paragraph (d) of this section. If a 
written response is not presented in a 
timely manner the suspension may go 
into effect. The suspension shall re-
main in effect for ninety (90) calendar 
days unless revoked or modified by PT. 

(4) If, upon consideration of the de-
fense as provided in paragraph (d) of 
this section, the Postal Service deems 
that the suspension is warranted, the 
suspension shall remain in effect for up 
to 90 days unless withdrawn by the 
Postal Service, as provided in para-
graph (c)(5)(iii) of this section. 

(5) At the end of the ninety (90) day 
suspension, the Postal Service may: 

(i) Extend the suspension in order to 
allow more time for investigation or to 
allow the provider time to correct the 
problem. 

(ii) Make a determination to revoke 
authorization to manufacture and/or 
distribute a Postage Evidencing Sys-
tem in part or in whole. 

(iii) Withdraw the suspension based 
on identification and implementation 
of a satisfactory solution to the prob-
lem. 

(d) The provider may present the 
Postal Service with a written defense 
to any suspension or revocation deter-
mination within thirty (30) calendar 
days of receiving the written notice 
(unless a shorter period is deemed nec-
essary). The defense must include all 
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